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This class provides an overview of network security including threat models, web
and electronic mail security, network layer security, transport layer security,
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packet filtering, firewalls, intrusion detection and prevention, and virtual private
networks. Both wired and wireless security are covered. Methods for privacy and
anonymity are discussed.

Required Reading and

Other Materials will be John R. Vacca (2013), Computer and Information Security Handbook, Second

equivalent to:

Specific, Measurable
Student Behavioral
Learning Objectives:

Noghk~whpE

Edition, ISBN-13: 978-0123943972

Construct a defensible network.

Analyze packets gathered from an active network.

Plan for the use of secure communications for an organization.
Arrange a set of monitoring elements in a network.

Deploy a network instrusion detection system.

Create stateful and layered firewall.

Choose an appropriate VPN based on an organization's needs.

Packet-switched networking.
A. Bus.
B. Token passing.
LANs and WANSs.

1. Topology.
A. Star.
B. Ring.
V. Network connectivity.
A. Hubs.
B. Switches.
C. Routers.
V. The Internet Protocol.
A. Addressing.
1. Version 4.
2. Version 6.
B. Fragmentation.
C. Flags.
VI. Connection versus connectionless protocols.
VII. Transmission Control Protocol.

Detailed Outline of
Course Content (Major

Topics and Subtopics) or VIII.

Outline of Field
Experience/ Internship

A. Ports.
B. Handshaking.
C. Window sizing.
User Datagram Protocol.
A. The Domain Name System.
B. Streaming protocols.

IX. Securing network communcation.

A. The Secure Sockets Layer.

B. Transport Layer Security.

C. The Secure SHell.

1. Port forwarding.

D. Security for the Domain Name System.
X. Network monitoring.

A. Log analysis.

B. The Simple Network Management Protocol.
XI. Network Intrusion Detection.

A. Signature based.
B. Anomaly based.

XII. Firewalls.
A. Levels.
B. Packet filtering.
C. Stateful.
XII. VPNs.

Evaluation of Student

A. Site to site.
B. Road warrior.

Required: exams and papers.



Performance Optional: quizzes. participation, classwork, homework, projects.
Learning Objectives
Distribution of Credit

Hours 3 (3+0)
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Committee Chair
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