Metropolitan State College of Denver

Office of Academic Affairs


Omnibus* Course Syllabus

School of Letters, Arts, and Sciences
Department: Mathematical and Computer Sciences



Instructor: Beaty
Prefix and Course Number: CSS190

Semester/year offered: Summer, 2009
Banner Number (for Academic Affairs use):__________________________

(Students registering after Census date will be ineligible for the COF stipend and must pay the full tuition for the omnibus course.  Please see COF-FAQ for details regarding registration deadlines: http://www.mscd.edu/news/cof/cof_faq.htm)
Course Title: Computer Security Essentials
CIP Code: 11.1003 

Credit Hours:  3  (3+0)



Total Contact Hours per semester (assuming 15-16 week semester):

Lecture 45   Lab         Internship          Practicum      
Other (specify type and hours):      
Meeting Times/Dates:      
Grading Mode(s): L

Schedule Type(s): Lecture
Prerequisites: Computer literacy
Corequisites:      
Banner Enforced:

Prerequisite(s): 
Corequisite(s):  
Prerequisite(s) or Corequisite(s):       
Course Description:

This course will cover how computers are broken into and what can be done to protect them.  It will also cover how to protect yourself from various online scams.  Typical attacks such as viruses, worms, and trojans, will be covered.  The use of preventative measures such as firewalls, virus scanners, encryption, and spyware removal software will be discussed.  No background other than general computer literacy is expected.
Required Reading Materials (example: Smith, John (2004) Book of Examples. New York, NY: McGraw-Hill.)
Bradley, T. (2006) Essential Computer Security: Everyone's Guide to Email, Internet, and Wireless Security, Syngress
Evaluation of Student Performance (format - 1, a, i, ii, etc.):

1. Papers

2. Midterm and final

Specific Measurable Student Behavioral Learning Objectives (format - 1, a, i, ii, etc.):

1.
Identify the methods computers are compromised

2.
Use a variety of techniques to counter these attacks

3.
Recognize typical “social engineering” approaches and avoid them

4.
Protect the computers, networks, and families from exploitation

Detailed outline of course content (major topics and subtopics) or outline of field experience/ internship (experience, responsibilities and supervision) (format – I, A, 1, a, etc.) – please see note
 below:

I.
Attack methods
II.
Basic security precautions

III.
The use of virus scanners, firewalls, content filters, and spyware and adware detectors

IV.
Keeping computers up to date

V.
Wireless security

VI. 
Web and email security

VII.
Online ethics

VIII.
Computers use in crime and exploitation



Excerpt from

METROPOLITAN STATE COLLEGE of DENVER

GUIDELINES FOR THE PROTECTION OF HUMAN SUBJECTS

Available in full on the MSCD web site: http://clem.mscd.edu/~forrestj/HSRC%20Docs/The%20Policy.doc
Research Projects Conducted in Research Classes.  Developmental and institutional guidelines for confidentiality and research with human subjects will be taught in depth as a part of course requirements for research classes. Students will be required to develop their own informed consent forms or to use forms developed by faculty members which conform to College guidelines and Department policy (see link above).  All student projects will be reviewed and approved by faculty prior to recruiting subjects. (See Example 3 consent form at this link:  http://clem.mscd.edu/~forrestj/HSRC.htm ).

***

This required course content MUST be part of the “Detailed outline of course content” section of the omnibus course syllabus OR a statement must be attached that clearly states how the proper procedures have been followed by the course instructor and/or the student.
The Associate VP for Academic Affairs cannot sign an omnibus syllabus that appears to involve human subjects and/or personal data unless this information is provided.

� note:  If the omnibus course includes student and/or course instructor research that involves (1) interviewing subjects and/or (2) handling personal data and/or (3) topics which could be viewed as “sensitive” (e.g., personal political views, health data, sexuality, etc.), then approval by the Office of Academic Affairs will require assurance that the guidelines described at the end of this document have been followed.








Approved - Omnibus course:
_________________________________________________________
__________________

Department Chair OR Program Director




Date

_________________________________________________________
__________________

Dean OR Associate Dean of School





Date

_________________________________________________________
__________________

Assoc. Vice President for Academic Affairs or Designee


Date

Approved - Field Experience/Internship Only:
______________________________________________________________________________

Location of Internship

_________________________________________________________
__________________

Faculty Evaluation Group






Date

_________________________________________________________
__________________

Field Supervisor**







Date

**Approval by the Field Supervisor is required and must be indicated by the original signature of that supervisor on the syllabus.

*Guidelines as set forth in Section V. F. of the MSCD Curriculum Guidelines, Policies and Procedures must be followed.  A copy of the omnibus course syllabus must be on file in the Office of Academic Affairs prior to the listing of the course in any semester schedule.

